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Brief Summary Text (15) : 

Manufacturing meters are used to create unique encrypted labels or tags which are 
associated with and affixed to the manufactured article from the moment the article 
is manufactured. The label or tag contains a time stamp and some identification of 
the manufactured article . The manufactured article may be identified by the 
following manufacturing information: the location in which the article was 
manufactured.; the machine that produced the ' article ; the persori~who~operated the 
machine that produced the article ; and the serial number of the article, etc. The 
manufactured article may also be identified by having information that may be vised 
downstream in the distribution chain. For instance, the customs rating code, and 
shipping manifest data. The manufacturing and distribution . chain, i^f ormation :: is 
encrypted and/or secured wit^h^a- digitar^signature^ andHprinted as a" code' on the 
^aforementioned label or _tag, . The code may be encrypted and be visible or invisible 
to the unaided human eyeT~The data center is in periodic communication with the 
manufacturing meters and is used to distribute encryption certificates to the 
manufacturing meters, record the forensic integrity of the manufacturing meters and 
log the usage of the manufacturing meters . The scanners are used to read and 
determine the authenticity of the information printed on the tags or labels. 

Detailed Description Text (10) : 

Bar code generator 45 will encode the information received from encryptor 43 to 
create a unique encrypted bar code that is associated with the article that was 
manufactured. Generat6r~4"5 -i¥ :: coup-led J to printer 54, which is located at the site 
that produced the manufactured article . Generator 45 will cause printer 54 to print 
a unique bar code on a product label or tag 55. The aforementioned bar code may be 
visible or invisible to the unaided human eye. Label or ^ tag ^SS i s affixed - tq ^ the 
manufactured, article . The aforementioned b_ar_ code C= on "t ag "'5 5 c on t ai ■ n "s"I "enc r.yp t e d or 
^i'gItaTry r ~signed-data files representing information that is unique' to the article 
manufactured. 

Detailed Description Text (11) : 

In order to ascertain if the article manufactured that has tag 55 affixed thereto 
is genuine and not diverted_f rpm its intended^ logistics _channel,^ the bar code on 
tag 55 is s c anned by ^sc ariner~5 6 r^The ^e he iryp f e"d "~inf o rma t±on- contai ne d in the bar 
code printed on tag 55 is retrieved and then compared against information retrieved 
from the scan of associated documents. For instance, scanner 56 may scan the 
information contained in invoice 26. It will be obvious to one skilled in the art 
that many different associates documents pertaining to the manufactured article may 
be scanned by scanner 56. If the scanned information on tag 55 matches or is 
correctly related to the scanned information on invoice 26 the manufactured article 
is in the correct distribution channel and the article is genuine. If, for example 
the scanned article is genuine, but the scanned article does not belong to the 
articles covered by invoice 26, then the manufactured article is a^ forgery or 
diverted genuine article. ^ — — - ^ 
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PRIMARY- EXAMINER: Dombroske; George M. 
ASSISTANT-EXAMINER: Felber; Joseph L. 

ATT Y- AGENT -FIRM: Reichman; Ronald Scolnick; Melvin J. Meyer; Robert 
ABSTRACT : 

This invention relates to a system for identifying, authenticating and tracking 
articles of manufacture throughout: their manufacturing and distribution channels. 
The foregoing system utilizes: manufacturing meters" that are located at authorized 
manufacturing locations and produce encrypted data, that is unique ly_ associated with 
each^manuf actured article; a printer located at the authorized manufacturing 
locations ~ so that the printer will print the information encrypted by the meter, 
which encrypted information is affixed to the manufactured article; a data center 
coupled to the manufacturing meters and located at a site remote from the 
manufacturing meters; means for producing information that identifies the 
manufactured articles; and a plurality of means located where the authenticity of 
the manufactured articles are checked by comparing the encrypted information on the 
article with_the information produced that^dentif ies the article. — . - ^' - •"- 

22 Claims, 3 Drawing figures 
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Aug 27, 2002 



DOCUMENT -IDENTIFIER: US 6442276 Bl ^ 

TITLE: Verification of authenticity of goods by use of random numbers 




Application Filing Date (1) : 
19970721 

Brief Summary Text (7) : 

In another prior art method for authentication, an apparatus is used to measure a 
random characteristic of a card, tag or label. The random characteristic, or 
"fingerprint, " is read by a special reading apparatus and converted to a code^jvhich 
is ^encrypted ^ and printed on the tag or label. The encryption ties the label "to^t he 
ori^ginai— manuf acliurer-of— the- product - -and" -t-he- - code value in turn is tied to the 
particular label on which it is printed since that label has the "fingerprint." 
This method, although secure in authenticating single labels, introduces 
significant costs because the label must contain special technology for the 
development of the "fingerprint" and a special reader must be developed and used at 
the time of printing the label and when the label is subsequently field checked. 
These shortcomings introduce significant costs in attempting^ to authenticate mass 
p rp due ed^ goods , 1 1 is not nece ssary^to^preve nt-even 7 s i ng 1 e c oun t re 'r f eirt s wh ic h ~ t h i s 
method doesv since the manufacturer of mass produced goods is instead interested in 
deterring mass counterfeiting of his product. 
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